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Bitbon System A Consensus Building Using the CommuritgSAlgorithm

This document is a special version of the Appendix to the Bitbon System Public Contract
AMIi ning in the Bitbon & tsnderstandthe priecipkese d t o
of consensus building using the Community PoSritfgo in the blockchain network

of the Bitbon System.
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l ntroducti on

Blockchainis one of the types of a distributed ledger. The key feature of the distributed
ledger is its decentralization, which means the absence of an integral center for storing an
registering data. At the same time, the information in all the nodes of théutstriledger must
be valid and relevant, which is possible only through achieving consensus among all the nodes
such a ledger. The first consensus building algorithm that was applied to the blockchain networ

was a general instance of solving thgzantine fault tolerangewhere the number of network

nodes is unlimited and can dynamically change.

To solve this problem, an approach to organizing communities that use blockchain can b
applied, were ways of joint activity should be proposed instead of sudden sequences, wher
participants of communities would create decentralized community organizations representin
their interests and participating in the development of the Decentralized Autos@ommunity.

The implementation of such a solution leads to the need for creating not only tools, which will
allow the community to manage the blockchain network, but also a social and legal model o

relationships between users and state authorities.

Suchan approach opens the possibility to increase the performance of blockchain network
by using synchronized protocols while maintaining the security and decentralization of
blockchain. A good example of that is the proposed in 2014 by D. Larimer Delétyaisfcbf-

Stake (DPo0S) protocol, its implementation into blockchain allowed for a significant increase in
the performance of the network (the number of transactions per second). But this protocol has

number of distinctive system features that substayftiaiit the possibilities of its application.

Taking into account the relevant matters concerning the development of the distributec
ledger technology (DLT), as well as the distinctive features and downsides that were found i
modern consensus protocaBmcordCompany developed its owwllation, a Community PoS

(Prootof-Stake) consensus building algorithm.

Community PoS consensus building algorithm is an improved DPoS protocol due to the

following solutions


https://en.wikipedia.org/wiki/Byzantine_fault
https://www.simcord.com/
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Alntroduction of the system of automatic distribution of stakes of Miners (designated in the
form of Assetbox powers) among the nodes of the blockchain network, which leads to the
elimination of the voting centralization problem of DPoS participants, whiclaused by the

Pareto principle (the 80/20 ruje)

Aintroduction of the node rating system to prevent incorrect behavior of the blockchain

network nodes
ADevelopment of the system of peerpeer (P2P) protocols and communications

ADecentralized verifiation of a block by all nodes of the blockchain network and formation

of node ratings based on verification results

A ntroduction of a network state fAservic
period when business offer cannot qualify thetes of the operation carried out by the nodes of

the blockchain network

AOrganization of the remuneration distribution system for participating in Community PoS
consensus building taking into account the motivation for the development®it bom Syseém

Decentralized Autonomous Community
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1The Médea o6f Community PoOS

The main idea of Community PoS lies in organization of a community of Wstrs status
of a Miner by uniting their Assetboxes into mining pools. Miners provide Bigloonsin such
Assetboxes for automatic distribution of the power of these Assetboxes among the nodes of tf
blockchain network of th8itbon System in order to carry out the voting procedure to form the

sequence of block producers, which will sign and sharekblo

Each community participant aims to attract new Users in order to develop the community.
In turn, each new User provides thBitbons in their Assetboxés form a mining pool, therefore
increasing the power of that pool. Mining pools with higher power have a higher chance of
participating in block formation because they are supported by a higher number of participant
with a bigger amount oBitbons. Eaclmhew Miner automatically receives an opportunity to
participate in the validation of blocks generated by other community members, as well as ir
formation of new blocks, which significantly complicates the organization of hacker attacks on
the network. Eaclmew network participant lowers the chance of malicious nodes entering the
group of block producers, while at the same time increasing the requirements for hardwar
resources and the amountBiftbons that the hacker must have in order to carry out ackaita
the network. According to the conducted calculations, the likelihood of a hacker being able tc
predict the moment when they can carry out an attack, i.e. having control over Assetboxes ar
nodes, which will allow such nodes to enter the list of bfmcklucers, is ¢ (which means that
the chance is incredibly low, and just as a comparison, imagine if a cat wrote a scientific novel b
randomly stepping on a keyboard). Therefore, the increase in the number of network participan
leads to a furthemcrease in the ability to withstand attacks on the blockchain network of the

Bitbon System making any type of attack impossible.
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Figure 1. Flowchart of operation of the Community PoS algorithm

Simcord Company plans to implement the consensus buddgogithm in two stages. This
article describes the algorithm implemented at the first stage (Figure 1), which is a preparatio
for the transfer to a fully decentralized model ofitdon System. When moving onto the second
stage, the algorithm will bexpanded and provide the binding of Assetboxes to nufddsers
(Figure 1*). This will give Miners additional motivation to launch their own network nodes and

guarantee their reliable operation, which, in turn, will increase the diversity, reliability and

security of theBitbon System as a whole.

Another important aspect is the matter of the Community PoS consensus building
algorithmdéds ability to withstand hacker at
blockchain technology. Analysis of tli@mmunity PoS concept allows us to confidently state
that the use of this consensus building method in the blockchain network Bit loa System

will allow it to successfully pass the tests for the attacks listed below

151% attack means a capture of lkchain network resources, which will allow making
decisions on the creation of blocks to discredit the system and/or obtain illegal profit through
unsanctioned spending (double spending) and generation of a chain of blocks with data that
beneficial forthe hacker

1Sibill means a substitution of valid nodes, blockchain network resources, code or source
of network data for resources controlled by the hacker in order to influence the creation of block
and add transactions to them to receive illggalit through unsanctioned spending (double

spending)
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fTimejacking means a transfer of incorrect time to the nodes of the blockchain network
that work with atmesensi ti ve consensus algorithm by
element as a valid exattme server for shottierm control over block creation and/or substitution
of transactions in order to receive illegal profit through unsanctioned spending (double spending

fPool cannibalizihgme ans an i ncrease of t hehelsizeok er
mining remuneration compared to other network and pool participants through phishing of action
of other participants, as well as exploiting weaknesses of the protocol by using a super resour
in order to receive bigger remuneration for minbygpushing out other Miners, for example, by
showing them the economic inefficiency of mining in this network segment

fBlock withholding means not issuing the block and delaying the completion of
transactions in order to receive illegal profit through notaned spending (double spending),
as well as to get an opportunity to block the operation of the network

fDeorganizing attack means a selective choice not to reveal a block and/or delay the
addition of transactions to the block with their further siostin (selective) or breaking of their
sequence in order to receive illegal profit through unsanctioned spending (double spending
Destructive activity of the hackerés node

Y Eclipse attackmeans a restart of a blockchain R&®work (used to find the nodes and
control their state) by sending out spam messages via gixespotocols to disrupt the integrity
of the network and to further use other attack methods in order to get temporary control over bloc
formation and, thesfore, discredit the network

TP + epsilon attackmeans a manipulation of a consensus building procedure by a hacker
through sending out both valid and invalid signals within the network systematically influencing
the other network nodes in a way that thajority of participants would vote in favor of the
hacker in order to receive illegal profit through unsanctioned spending (double spending)

fBlacklisting means the process of sending out protocol messages aiming to add valid node
to the blacklist of thélockchain network, which, at worst, will allow the hacker to carry out a
51% attack

fTransaction malleability means the process of the hacker exploiting the weaknesses of
the consensus protocol to substitute a valid transaction for their own with tleehsaim code
(during a block withholding attack) or any other in order to receive illegal profit through

unsanctioned spending (double spending)
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fSelfish miningmeans a variation of pool cannibalizing where a big group of Miners creates
a separate, hiddermoim other Miners valid chain of blocks longer than the primary one revealing
it afterwards and receiving remuneration that is out of proportion with the resources spent throug
manipulations aimed at making this chain primary

fCancellation of all transactions can occur in case of a 51% attack where a hacker can
obtain the majority of blocks and, as a result, get an opportunity to cancel all the following
transactions, which can lead to the destruction of the network

fDouble spendingmeans the exploitation of the weaknesses of the network (protocol,
infrastructure, client) by the hacker in order to receive illegal profit through unsanctioned
spending

ffRandom hard forks mean a divergence of a chain of blocks that later becomes primary

because of a global system failure or a random exploitation of the weaknesses of the. network

Organization of the Bitbon System blockchain infrastructure based on the Community
PoS consensus gives an opportunity to build a decentralized autonomous communggcial,
legal, architectural and technical solutions of which will allow for a reasonable and quick
reaction to challenges of the modern world and changes of conditions without decreasing

the quality of services of such a system for end users
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2Concept of the Community PoS Consens

2. TMhe goal of Community PoS and ways of
The main goal of the Community Po0oS conse
processes of announcing, verdi flyeidggeranmd tsht @

performance of storage network and guarant

The achievement of this goal I s ensured

fUsing ways of preliminary block product
prevemtks and plock collision

fCentralizing the network at t he moment

accordance with the node formation sequenc

fil ntroducing a strict synchronized seque
t he exaicntatdiedan ronf the state of t he bl ockche

fil ntroduci ng tibher nied etood &masgtichstteer t he val
period when business offer cannot qualify

t he bl ockchain networKk

fMut ual synchronization of net work nodes

formation sequence diagram

fUsing a fixed maxi mum amount of time for

in case of failure tto nceosnppalne)t e it within t

fi ntroducing three types of network node

- Protocol for quorum control and i nsu
essentially a background process based on
i nf or mat itchre availability of t he nodes, w h
formation pro¢cedures, up to date
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2. RPhe roles of nodes in the Community Po
Each node of the blockchain network of Biebon System can have the following roles

1 Synchronization node.In this role, the blockchain netwonlode, when connecting to the
network, synchronizes with the other nodes by receiving blocks, transactions and objects relate
to them from the other network nodes, their verifications and storing in the local blockchain
storage. Synchronization of the motime is conducted in accordance with the timestamp of the
last valid block and the latency metric to the block producer that formed this block, as well as the
timestamps from the other network nodes. After synchronization, the node conducts the
verification and storage of transactions and blocks it receives. If the metric of distributing the
block for this node is less than 1 second, then this blockchain network node must accey
transactions from client applications for processing and after verifying ttednoadcast them to
all the other network nodes. Otherwise, or if the quorum of the blockchain network nodes has nc
been reached, the node does not accept tr

deni edo error

1 Node participating in the quarum. This role can be taken on by any synchronization
node, whose value of latency for nodes that are part of the quorum does not exceed 400ms.
implement the protocol of operation of the Community PoS consensus in the blockchain network
the number of ades has to be higher than the size of the quorum determinedBittibe System
Operators (no less than 2/3 of the number of blockchain network nodes). The node participatin
in the quorum takes part in the rating formation procedure in accordancehwitiode rating
system. If while processing transactions and blocks the quorum participant notices a violation ¢
the rules of processing, they send all the network nodes the relevant message on the decreast
the rating of sources of invalid data. If ti&ta is valid, then the message contains the information

on the increase of the rating of the relevant block producers

1 Block producer candidate. This role can be taken on by any node participating in the
guorum with the rating above 10 if it has the mghimode turned on. In this case, such a node
will be included in the procedure of distributing powers (stakes) of the pool of Assetboxes of the

Miner Community

11
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1 Block producer. This role is taken on by the blockchain network node that is a block
producer cadidate, which was included in the block producer sequence as a result of conductin
the sortition to sign and announce only one block in the specified time period (timeslot)
(Figure 2)

2.Broviding sortition system

To eli minate Bibdten tShysetaetns coefnttrhael i zat i on
procedure of Miners within the | i mit 8ibdfn p:
System, there is a procedure of automatic

bl ockcer odandi dat es

I n order for an Assetbox to parttiicme attrear
of theé Mismert box power to the pooBibtby wotnp

comméphdmtio any Assetbox of the mining pool

Assetbox powers that participate in auto
nodes of the Dbl oBibktohaSgpshemwwr khof heheorre
the relevant requirements foectihenpehé&aonelh

role of a block producer candidate) at the

2.90rtition procedure

The goal of the sortition procedure is t
di stributed Asset box prowearsdiadmotnegs t hac dd rodil

producers will sign and .announce blocks 1in

The soprrtoicteidounr e i s conducted in accordan
sequence diagram (Figure 2) and contains tl
of block producers multiplied by theduderssc
det er mi nBeilgio b ySy fiteem Oper at or s

12



Bitbon System A Consensus Building Using the CommuritgSAlgorithm

Round 1 Round 2
1 {2 s e s e 7 s> ~]n | 123257 ]5]5]~]n
Voting

Determination
of resultant

sequence

Distribution of
hash code of sequence

Distribution of
hash code of sequence

Distribution of Distribution of
hash code of sequence hash code of sequence

Automatic capacity distribution (once every ten minutes)

Block Production

-BP‘IB BP19 ... BP1In BP21 BP22 BP23 BP24 BP25

+ Distribution
0 of message
0 on rating

: decrease

1
1
1

1 Block not formed

' due to absence Invalid block
! of transactions
Figure 2. Sequence diagram of the Co

The sortition procedure starts after the
duration of the roundor Tthhee fmensasla gbel oocfk tohfe
if this timeslot had no transactions, can

carried out in the following order

fWithin the first 2 seconds, everck poody
candidates Assetbox power s, must randomly
to n for each Dblock producer candidate no
corresponding rating andqguehnecne )s etnad alhle thhaes

i n the quorum

fOut of the nodes that can be included ir
to form a block i;n this round, i's excluded
fSequence el ements with i;dentical positic
Mtf osbi dden to include 2 elements with o

fOn t'tBec®nd, each node participating in t

each unique sequence hash, must deter mi ne
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maxi mum amount of vot es. | f not , the node
producer sequence. Ot her wi se, the node <che
the quorum. | f the number of vonede exmcreeuwrsms:
sequence. | f not, the node announces the m

the standby mode unt;il the start of the ne

fEach node receives either the Dblock pr o
nodes 'bsye ct.ohned 9

Each node, regardl ess of its rol e, veri
calculated/received sequenoduoér btandi pgave

resultant sequence takes on the role of a

2.Bl.ock formati on

Bl ocks are formed by block producers 1in
example, the rowrmdksdur thieom | ofc k2 primducer f
that are in its transaction pool with the

bl ock and the moment of bl ock formati omein

rul es
qm f no transactions were received in the
but all the nodes wil |l be sent the timesta
f The node in the role of a block paogfodtulte
previous valid block out ;0of transactions i
fDuring the round, the Dblock producer cal

f The block producer cannot under, any cCcir

TA 1 | t he nodes (includdisg rbuadk pa&eu coe

synchronization node receiving transact:i on.
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0 |l f the block is valid, then both It a

storage

0 | f t he bldock hies niomealiignor es it and a

number

M f a bl ock producer was wunable to veri:H
ti mesl| ot , It f or ms a new one with t he sart
t r amsnacptoiol , with the ones that arrived in
creation (excluding the ones that ran out
nodes, the block producer sendg ofttaemps e

producer

Such measures allow us to avoid creati ng
related to the processing delay or ignori:rr

guaranteed ti mesaocft iprnocessing a tran

2.80de rating

The rating of each node is formed throug
all the bl ockBibtannSpyetesmfatvearhdegdguwmigt anot he
The changes in the rating are accepted by .
in particular in favor of the block produce
of t hrleoet st iarfetser bl ock formati on, on condi
equals the quorum (at the same time, the nt
Only one message from a node for e awahs klha

influence the:rating of the nodes
fRating i:s increased
UFor the correctly formed Dbl ock

For fulfilling the terms of pRBibtoinc iSp/astti
Operator)
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Uf a block producer for med alt dl e@ost rece
decr;ease

fRating is decreased
U If a block producer included more t;han
U If a block producer formed ;a block in

~

U If a block prodsaserd Wdhe packdge mwianh a
ti mesl ot

U If the node sent more than 2 messages
bl ock ;(pause)

U I f the node broadcasted an i nvalid tr a
each repetition)

U Rating reduction to zero if a block p
invalid transaction)

The described feedback system allows us to effectively prevent attacks and incorrec

behavior of potential hackers, as well as exclude unstable nbthes ldockchain network from
the quorum

16
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